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Fidecity wants to be a reliable partner for cities in the

development of their smart city projects by supporting
and guiding cities in overcoming obstacles and creating
synergies between stakeholders
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Is Trust needed ?

. Anonymous stole data from Italy, EU
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A judge in the US has ordered Microsoft to hand over a
ustomer's emails, even though the data is held in Ireland,

November 14 - The Anonymous hacker-activist
&y that t has stolen emails, telephone numbers,
wtocopies of documents regarding the police and
g it has taken the data fram European and
. The stolen data is said to include email
g the premier's department and the police about
iloni's visit to Bolegna on Wednesday




20% of cities are using http only for their e-government in Flanders



Is Trust needed ?




Wifi example

Hosts H Services ] | MNmap Output| Ports / Hosts | Topology | Host Detailsl Scan5|
0S 4 Host .| - 1 Port 4+ Protocol 4 State 4 Service 1 Version

I 192168.51.162 & 50 tcp open http

192.168.51.163 ® 135 tcp open  msrpc

1922.168.51.164 @ 129 tcp open netbios-ssn

192.168.51.165 & 443 tcp open https

192.168.51.166 2 445 tcp apen microsoft-ds

192.168.51.167 @ 554 tep open  risp

192.168.51.168 @ 1025 tcp open MNFS-or-1Is

192.168.51.169 & 1026 tcp apen LSA-or-nterm

192216851170 ® 1027 tcp open IS

122.168.51.171 ® 1028 +tcp open unknown

192.16851.172 & 5357 tcp open  wsdapi

192.168.51.173
192.168.51.174
192.168.51.175
192.168.51.176
192.168.51.177
192.168.51.178
192.168.51.179
192.168.51.180
192.168.51.181
192.168.51.182
197 1257 122



GDPR as enabler for trust

Transparency, Security and Privacy are
needed in a democratic society.



How to implement GDPR
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GDPR (OSI 7 Layer)
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GDPR (Processes)

Awareness building
Standards and best practices (NIST, ISO 2700X...)
Asset Management
Shadow IT
Attack surface reduction (ASR)
Separation of duties
Right to be forgotten
Cloud access security brokers (CASBs)
Governance
Data protection policy
Principle of Least Privilege
Personnel and security
Software update management
Common vulnerabiluity socoring system
Logging and auditing
FIPS-140 security policy
Budget
Cloud services



GDPR (People)

The people’s role in data protection and privacy is fundamental.

No technology can solve this issue without people creating awareness and follow
the processes to mitigate the risks.

Awareness building

Political Leadership

Organizational security: Separation of duties

Social Engineering (understand phishing and other cyber attacks)
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Get In Touch

Aalstersestraat 2
B-9280 Lebbeke
Belgium

+32 475 527265

info@fidecity.eu




